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B . + LEGAL DEVELOPMENTS: EUROPEAN UNION

Council

On 18 December 2023, the “Council Regulation (EU)
2023/2878 of 18 December 2023 amending Regulation
(EU) No 833/2014 concerning restrictive measures in view
of Russia’s actions destabilising the situation in Ukraine”
was published. Available here.

“Chemical Weapons: EU restrictive measures prolonged
for an additional year”, Council of the EU, 9 October 2023.
Available here.

Commission

On 15 December 2023, the European Commission
adopted a Delegated Regulation (2023/2616) updating
the EU dual-use export control list in Annex | to
Regulation (EU) 2021/821. Available here.

On 20 October 2023, the “Compilation of national control
lists under Article 9(4) of Regulation (EU) 2021/821 of the
European Parliament and of the Council of 20 May 2021
setting up a Union regime for the control of exports,
brokering, technical assistance, transit and transfer of
dual-use items” was published. Available here.

Editors: Quentin Michel, Sylvain Paile-Calvo, Veronica Vella

ISSUE #53
DECEMBER 2023

Subscribe:

" LEeE vvella@uliege.be

On 3 October 2023, the Commission published the
Recommendation on critical technology areas for the EU's
economic security for further risk assessment with
Member States. Available here.

Germany

"New fee obligation for official acts in export control”, 19
December 2023. Available here (German)

@LEGAL DEVELOPMENTS: INTERNATIONAL

Japan

“Review of the End User List Providing Information on
Foreign Entities for which Concern Cannot be Eliminated
Regarding the Development of Weapons of Mass
Destruction and Missiles”, 6 December 2023. Available
here.

United Kingdom

On 19 December 2023, ECJU published the new version
of the “Guidance UK strategic export controls”. Available
here.

On 1 December 2023, the HMRC has issued three
compound settlements related to unlicensed exports of
Dual Use goods and related activity. Available here.

In December 2023, the Office of Financial Sancitons
Implementation HM Treasury published the “Red ALERT -
Exporting High Risk Goods”. Available here.

The ECJU amended the Export Control Order 2008 and
the retained EU Dual-Use Regulation by the Export
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202302878
https://www.consilium.europa.eu/en/press/press-releases/2023/10/09/chemical-weapons-eu-restrictive-measures-prolonged-for-an-additional-year/?utm_source=dsms-auto&utm_medium=email&utm_campaign=Chemical+Weapons%3a+EU+restrictive+measures+prolonged+for+an+additional+year
https://eur-lex.europa.eu/eli/L/2023/2616/oj
https://eur-lex.europa.eu/eli/C/2023/441/oj
https://defence-industry-space.ec.europa.eu/system/files/2023-10/C_2023_6689_1_EN_ACT_part1_v8.pdf
https://www.bafa.de/SharedDocs/Kurzmeldungen/DE/Aussenwirtschaft/Ausfuhrkontrolle/20231219_gebuehren.html
https://www.meti.go.jp/english/press/2023/1206_001.html
https://www.gov.uk/guidance/uk-strategic-export-controls?utm_source=substack&utm_medium=email#full-publication-update-history
https://www.gov.uk/government/publications/notice-to-exporters-202323-compound-settlements/nte-202323-compound-settlement
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/687-necc-red-alert-exporting-high-risk-goods/file
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Control (Amendment) (No 2) Regulations 2023 (SI 2023
No. 1048). Available here

United States

On 20 December, the BIS amended the EAR by adding 13
persons to the Unverified List (all 13 persons were added
under the destination of the China). Available here.

On 8 December 2023, BIS published a rulemaking in which
it proposes revising License Exception Strategic Trade
Authorization (STA) EAR. Available here.

On 8 December 2023, BIS published “Allied Governments
Favorable Treatment: Revisions to Certain Australia
Group Controls; Revisions to Certain Crime Control and
Detection Controls”. Available here.

On 8 December 2023, BIS published “Export
Administration Regulations for Missile Technology Items:
2018, 2019, and 2021 Missile Technology Control Regime
Plenary Agreements; and License Exception Eligibility”.
Available here.

On 7 December 2023, the BIS issued three new rules to
coordinate export controls and trade with allies and
facilitate secure trade. Available here.

On 6 November 2023, FinCEN and BIS announce new
reporting key term and highlight red flags relating to
global evasion of U.S. export controls. Available here.

On 17 October 2023, the BIS published strengthened
restrictions on advanced computing semiconductors,
semiconductor  manufacturing  equipment, and
supercomputing items to countries of concern. Available
here.

On 11 October, the EAR was amended by adding 49
entities under 52 entries to the Entity List. Available here.

Wassenaar Arrangement

On 1 December 2023, the WA published the “Statement
issued by 2023 Plenary Chair”. Available here.

On 1 December 2023, the WA published the List of Dual-
Use Goods and Technologies & Munitions List (2023).
Available here.

Summary of changes list of dual-use goods & technologies
and munitions list as of 1 December 2023. Available here.

List of Advisory Questions for Industry, 1 December 2023,
Available here.

Zangeer Committee

On 30 October 2023, the ZA publiched the “2023 Working
paper for the NPT Preparatory Committee Meeting”.
Available here.

F&
aD MEMBERS’ WORKS

Enzo Caponetti, “LATEST UPDATES (12th package of EU
sanctions): EU reaction to Russian invasion of Ukraine
(regularly updated)”, ESU, University of Liege, 20
December 2023. Available here.

Mark Bromley, “The EU Dual-use Regulation, cyber-
surveillance and human rights: the competing norms and
organised hypocrisy of EU export controls”, Defence
Studies, Vol 23, Issue 4: 3, December 2023. Available
here.
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https://www.legislation.gov.uk/uksi/2023/1048/contents/made
https://www.bis.doc.gov/index.php/documents/federal-register-notices-1/3401-88-fr-87897-uvl-additions-12-20-2023/file
https://www.bis.doc.gov/index.php/documents/federal-register-notices-1/3392-88-fr-85734-sta-enhancements-and-simplification-proposed-rule-published-12-8-23/file
https://www.bis.doc.gov/index.php/documents/regulations-docs/federal-register-notices/federal-register-2023/3395-88-fr-85479-ag-cb-final-rule-published-12-8-23/file
https://www.bis.doc.gov/index.php/documents/federal-register-notices-1/3394-88-fr-85487-mt-plenary-rule-and-license-exception-eligibility-changes-final-rule-published-12-8-23/file
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3391-press-release-12-7-final/file
https://www.mondaq.com/canada/export-controls--trade--investment-sanctions/1086686/canada-adopts-new-export-controls-and-amends-process-for-introducing-future-controls
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3355-2023-10-17-bis-press-release-acs-and-sme-rules-final-js/file
https://www.federalregister.gov/documents/2023/10/11/2023-22536/addition-of-entities-to-the-entity-list
https://www.wassenaar.org/app/uploads/2023/12/2023-Plenary-Chair-Statement.pdf
https://www.wassenaar.org/blog/
https://www.wassenaar.org/app/uploads/2023/12/Summary-of-Changes-to-the-2022-List.pdf
https://www.wassenaar.org/app/uploads/2023/12/List-of-Advisory-Questions-for-Industry.pdf
https://zanggercommittee.org/download/18.3a3e82b218b6c6097ea5/1698661759810/N2315637.pdf
https://www.esu.ulg.ac.be/eu-reaction-to-russian-invasion-of-ukraine/
https://www.tandfonline.com/doi/full/10.1080/14702436.2023.2277455

Chaudfontaine
Newsletter

on dual-use items trade controls

ISSUE #53
DECEMBER 2023

Subscribe:

G T L vvella@uliege.be

Kolja Brockmann and Markus Schiller, “Small and micro
launchers in the NewSpace era: New missile proliferation
risks or more of the same?”, SIPRI Topical Backgrounder,
1 December 2023. Available here.

Paul Esau and Valerie Lincy, “AUKUS Can Work Without
Gutting US Export Control Laws,” Defense News, 30
November 2023. Available here.

Hamid Al Bouchouari, “First EU autonomous controls on
the export of dual-use items: Compilation of national
control lists under Article 9(4) of the EU Dual-Use
Regulation”, ESU, University of Liege, 27 October 2023.
Available here.

Hamid Al Bouchouari “2021 EU dual-use export control
statistical update”, ESU, University of Liege, 25 October
2023. Available here.

=_E/ STUDIES AND MORE: ARTICLES, REPORTS,
LINKS

S. Mann, P. Amberg, R. Mcgrath, et al., “EU Issues 12th
Sanctions Package Targeting Russia”, Baker McKenzie, 19
December 2023. Available here.

Daniel Salisbury and Darya Dolzikova, “Profiting from
Proliferation? North Korea’s Exports of Missile and
Nuclear Technology”, RUSI, 15 December 2023. Available
here.

“Strategic Trade Control Enforcement (STCE)
Implementation Guide 2023 version”, World Customs
Organization, 15 December 2023. Available here.

Emily Kilcrease, “No Winners in This Game - Assessing
the U.S. Playbook for Sanctioning China”, CNAS,
December 2023. Available here.

John Krzyzaniak, “The Private Companies Propelling Iran’s
Drone Program,” Iran Watch, Wisconsin Project on
Nuclear Arms Control, 29 November 2023. Available here.

“Manual Export Control and Academia”, BAFA, 2nd
Edition, November 2023. Available here.

William Alan Reinsch, Thibault Denamiel and Eric Meyers,
“Optimizing Export Controls for Critical and Emerging
Technologies: Reviewing Control Lists, Expanded Rules,
and Covered Items”, CSIS, 8 November 2023 Available
here.

Robert Clark, “The Strategic Dependence of UK
Universities on China - and where should they turn
next?”, Civitas, November 2023. Available here.

Emily Benson and Catharine Mouradian, “Establishing a
New Multilateral Export Control Regime”, CSIS,
November 2023. Available here.

“Summary results - Targeted consultation on the
evaluation and revision of Regulation (EU) 2019/452 (the
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https://www.sipri.org/commentary/topical-backgrounder/2023/small-and-micro-launchers-newspace-era-new-missile-proliferation-risks-or-more-same
https://www.defensenews.com/opinion/2023/11/30/aukus-can-work-without-gutting-us-export-control-laws/
https://www.esu.ulg.ac.be/first-eu-autonomous-controls-on-the-export-of-dual-use-items/
https://www.esu.ulg.ac.be/2021-eu-dual-use-export-control-statistical-update/
https://sanctionsnews.bakermckenzie.com/eu-issues-12th-sanctions-package-targeting-russia/
https://www.rusi.org/explore-our-research/publications/occasional-papers/profiting-proliferation-north-koreas-exports-missile-and-nuclear-technology
https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/enforcement-and-compliance/tools-and-instruments/stce-implementation-guide/stce-implementation-guide-2023-e-final.pdf?db=web
https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/EES-No-Winners_Final-1.pdf
https://www.iranwatch.org/our-publications/articles-reports/private-companies-propelling-irans-drone-industry
https://www.bafa.de/SharedDocs/Downloads/EN/Foreign_Trade/ec_manual_export_control_and_academia.pdf?__blob=publicationFile&v=5
https://csis-website-prod.s3.amazonaws.com/s3fs-public/2023-11/231108_Reinsch_BIS_NewCETs.pdf?VersionId=spNys4O.4NjELaHRvXNrLp_MLid.9aIE
https://www.civitas.org.uk/content/files/The-Strategic-Dependence-of-UK-Universities-on-China-.pdf
https://csis-website-prod.s3.amazonaws.com/s3fs-public/2023-11/231102_Benson_Export_Control.pdf?VersionId=yDYttVvOeh06DnBtOivC0rsYrypmlOrU
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‘FDI Screening Regulation’)”, European Commission, 28
November 2023. Available here.

On 19 October 2023, the “Commission staff working
document statistical update on dual-use export control -
2021"” was published. Available here

Paul Esau, “Red Flags in Real Cases: Enforcement and
Evasion of Russia Sanctions,” The Wisconsin Project on
Nuclear Arms Control, 6 October 2023. Available here.

“World Trade Report 2023”, World Trade Organization,
3 October 2023. Available here.

Stephen Osborne (ed.), “Handbook of best practices
for strategic trade control enforcement at ports”, King’s
College London, October 2023. Available here.

#Aw  NEWS

v

“Collection - Notices to exporters”, ECJU, last updated
18 December 2023. Available here.

“U.S. Sanctions Target Russian Firm That Received
Dual-Use Tech From Kazakhstan”, Radio Free
Europe/Radio Liberty, 13 December 2023. Available
here.

Song Sang-ho, “U.S., S. Korea, other allies in 'preliminary'
talks over new export control regime on key
technologies”, Yonhap News Agency, December 13, 2023.
Available here.

“Belgian National Charged with Crimes Related to Scheme
to lllegally Procure Critical U.S. Technology for End Users
in China and Russia”, US Office of Public Affairs, 6
December 2023. Available here.

Fatima Attarwala, “Nvidia Says It Will Make Chips That
Comply With US Export Rules”, Investopedia, 6 December
2023. Available here.

Joél Matriche, “Exportations suspectes vers la Russie :
guatre personnes interpellées en Belgique”, Le Soir, 5
December 2023. Available here.

Nicolas Camut, “6 arrested in Belgium, Netherlands on
suspicion of trading with rogue countries”, Politico, 5
December. Available here.

Evelyn Cheng, “U.S. export controls need to ‘change
constantly’ even if it’s tough for businesses, Secretary
Raimondo says”, CNBC, 5 December 2023. Evelyn
Cheng. Availaable here.

Theresa Hitchens,” ‘Game on’: Raimondo calls for beefing
up tech export controls to counter China”, Breaking
Defense, 2 December 2023. Available here.

“OPCW adopts measures to ensure compliance with
chemical weapons ban in Syria and elsewhere “, OPCW,
30 November 2023. Available here.
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https://circabc.europa.eu/ui/group/e9d50ad8-e41f-4379-839a-fdfe08f0aa96/library/2a2fca92-a3dc-47ff-b72c-fda2a3f4f7e8/details
https://circabc.europa.eu/ui/group/654251c7-f897-4098-afc3-6eb39477797e/library/d45b2bfc-7029-412a-aa1e-b59ac87433f8/details?download=true
https://www.wisconsinproject.org/wp-content/uploads/2023/10/red-flags-in-real-cases.pdf
https://www.wto.org/english/res_e/booksp_e/wtr23_e/wtr23_e.pdf
https://www.kcl.ac.uk/csss/assets/handbook-best-practices-strategic-trade-control-enforcement-ports-edition2-oct23.pdf
https://www.gov.uk/government/collections/notices-to-exporters?utm_medium=email&utm_campaign=govuk-notifications-topic&utm_source=1ecac7fa-ad11-4838-828a-c07db526466f&utm_content=immediately
https://www.rferl.org/a/russia-us-sanctions-dual-use/32729371.html?utm_source=substack&utm_medium=email
https://m-en.yna.co.kr/view/AEN20231213000500315?utm_source=substack&utm_medium=email
https://www.justice.gov/opa/pr/belgian-national-charged-crimes-related-scheme-illegally-procure-critical-us-technology-end?utm_source=substack&utm_medium=email
https://www.investopedia.com/nvidia-says-it-will-make-chips-that-comply-with-us-export-rules-8411289?utm_source=substack&utm_medium=email
https://www.lesoir.be/553529/article/2023-12-05/exportations-suspectes-vers-la-russie-quatre-personnes-interpellees-en-belgique
https://www.politico.eu/article/six-arrested-trade-belgium-netherlands-rogue-countries/?utm_medium=social&utm_source=LinkedIn
https://www.cnbc.com/2023/12/05/commerce-sec-raimondo-us-export-controls-need-to-change-constantly.html?utm_source=substack&utm_medium=email
https://breakingdefense-com.cdn.ampproject.org/c/s/breakingdefense.com/2023/12/game-on-raimondo-calls-for-beefing-up-tech-export-controls-to-counter-china/?amp=1&utm_source=substack&utm_medium=email
https://www.opcw.org/media-centre/news/2023/11/opcw-adopts-measures-ensure-compliance-chemical-weapons-ban-syria-and
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“Turkey faces scrutiny as exports to Russia surge, fuelling
concerns of sanctions evasion”, Euronews Digital, 27
November 2023. Available here.

On 16 November 2023, the ECJU published “Notice to
exporters 2023/21: End User Advisory Service”. Available
here.

Deborah Cheverton and John T. Watts, “AUKUS is
hamstrung by outdated US export control rules. Here’s
what Congress can do”, Atlantic Council, 15 November
2023. Available here.

Joseph Brookes, “AUKUS prompts new regime for
defence and dual-use tech exports”, Innovation Aus, 13
November 2023. Available here.

Milos Katic, Mirjana Jevtovic, Maja Zivanovic,
“Investigation: Serbian Firms Ship Sanctioned Dual-Use
Tech To Russia”, Radio Free Europe/Radio Liberty, 8
November 2023. Available here.

“BIS issues temporary denial order against 7 persons and
3 companies for illegally exporting electronics with
military applications to Russia”, BIS, 7 November 2023.
Available here.

“Four Arrested and Multiple Russian Nationals Charged
in Connection with Two Schemes to Evade Sanctions
and Send U.S. Technology Used in Weapons Systems to
Russia”, US Office of Public Affairs, 1 November 2023.
Available here.

“Brooklyn Resident and Two Russian-Canadian Nationals
Charged with Massive Sanctions Evasion and Export
Control Scheme”, US Office of Public Affairs, 31 October
2023. Available here.

“In research collaboration, drawing red lines with China
isn’t easy”, MERICS, 24 October 2023. Available here.

“Annual Progress Report on the Implementation of the
European Union Strategy against the Proliferation of
Weapons of Mass Destruction (2022)”, Official Journal of
the EU, 20 October 2024. Available here.

Emily Benson, “Updated October 7 Semiconductor Export
Controls”, CSIS, 18 October 2023. Available here.

“Iran: Council maintains restrictive measures under the
non-proliferation sanctions regime after the JCPoA
Transition Day”, Council of the EUn 17 October 2023.
Available here.

“Commission Staff Working Document - Statistical update
on dual-use export control (2021)”, European
Commission, 9 October 2023. Available here.

Jorge Liboreiro, “These are the four technologies the

EU wants to protect, especially from China”, Euronews,
3 October 2023. Available here.

Julia Webster and Jing Xu , “Read Fall 2023 Canadian
Trade & Customs Outlook: Economic Sanctions and
Export Controls Compliance”, Baker McKenzie, 3 October
2023. Available here.
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https://www.euronews.com/business/2023/11/27/turkey-faces-scrutiny-as-exports-to-russia-surge-fuelling-concerns-of-sanctions-evasion?utm_source=Linkedin&utm_medium=Social
https://www.gov.uk/government/publications/notice-to-exporters-202321-end-user-advisory-service/nte-202321-end-user-advisory-service
https://www.atlanticcouncil.org/blogs/new-atlanticist/aukus-is-hamstrung-by-outdated-us-export-control-rules-heres-what-congress-can-do/?utm_source=substack&utm_medium=email
https://www.innovationaus.com/aukus-prompts-new-regime-for-defence-and-dual-use-tech-exports/?utm_source=substack&utm_medium=email
https://www.rferl.org/a/serbia-russia-sanctions-dual-use-technology/32676159.html?utm_source=substack&utm_medium=email
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3382-2023-11-07-bis-press-release-sh-brothers-tdo/file
https://www.justice.gov/opa/pr/four-arrested-and-multiple-russian-nationals-charged-connection-two-schemes-evade-sanctions
https://www.justice.gov/usao-edny/pr/brooklyn-resident-and-two-russian-canadian-nationals-charged-massive-sanctions-evasion
https://merics.org/en/comment/research-collaboration-drawing-red-lines-china-isnt-easy
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:C_202300383
https://www.csis.org/analysis/updated-october-7-semiconductor-export-controls?utm_source=substack&utm_medium=email
https://www.consilium.europa.eu/en/press/press-releases/2023/10/17/iran-council-maintains-restrictive-measures-under-the-non-proliferation-sanctions-regime-after-the-jcpoa-transition-day/
https://www.europeansanctions.com/wp-content/uploads/2023/10/COMMISSION-STAFF-WORKING-DOCUMENT-Statistical-update-on-dual-use-export-control-2021-2.pdf
https://www.euronews.com/my-europe/2023/10/03/these-are-the-four-technologies-the-eu-wants-to-protect-especially-from-china?utm_source=Linkedin&utm_medium=Social
https://sanctionsnews.bakermckenzie.com/fall-2023-canadian-trade-customs-outlook-economic-sanctions-and-export-controls-compliance/
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“General Guidelines - Export-related restrictions for dual-
use goods and advanced technologies”, European
Commission, 2 October. Available here.

“OF INTEREST”
*

Dual-use App Assistance - ESU
Available here.

EU Partner-to-Partner (P2P) webpage.

Webpages available here and here. Newsletters available
here.

EU Non-Proliferation and Disarmament Consortium
EUNPD Newsletter (monthly). Available here.

European Export Control Association for Research
Organisations (EECARO)
Webpage available here.

Journal of Strategic Trade Control

Webpage available here.

TIM Dual-Use Web Platform — Joint Research Centre
(European Commission). Available here.
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https://finance.ec.europa.eu/publications/export-related-restrictions-dual-use-goods-and-advanced-technologies_en
https://www.esu.ulg.ac.be/quillforms/dual-use-app/
https://cbrn-risk-mitigation.network.europa.eu/eu-p2p-export-control-programme_en
http://www.eup2p.eu/
https://cbrn-risk-mitigation.network.europa.eu/eu-p2p-export-control-programme/eu-p2p-newsletter_en
https://www.nonproliferation.eu/
https://eecaro.eu/
https://www.jostc.org/
https://knowledge4policy.ec.europa.eu/text-mining/tim-dual-use_en
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