
 

ISSUE #60 

September 2025 

Subscribe: 

vvella@uliege.be 

CONTENTS 

01: LEGAL DEVELOPMENTS: EUROPEAN UNION 

01: LEGAL DEVELOPMENTS: INTERNATIONAL 

02: OFFICIAL POLICY INFORMATION 

02: MEMBERS’ WORKS 

03: STUDIES AND MORE: ARTICLES, REPORTS, LINKS 

04: NEWS 

05: “OF INTEREST” 

 

 

 

LEGAL DEVELOPMENTS: EUROPEAN UNION 

 

Commission 

On 8 September 2025, the European Commission 

adopted a delegated regulation to update the EU dual-

use export control list in Annex I of Regulation (EU) 

2021/821. Available here. 

 

Council 

On 18 July, the Council adopted the 18th package of 

sanctions on Russia’s war of aggression against Ukraine 

(which include dual-use items related measures). 

Available here. 

 

 

 

 

 

 

 

 

 

 

LEGAL DEVELOPMENTS: INTERNATIONAL 

 

Japan 

On 1 September, the Ministry of Economy, Trade and 

Industry published a draft amendment to the Export 

Trade Control Order and opened a public consultation, 

which run until 2 October. Available (in Japanese) here. 

______________________________________________ 

 

Malaysia 

On 12 August, Ministry of Investment, Trade and 

Industry (MITI) issued Directive No. 2/2025, introducing 

export, transit and transhipment controls on nuclear- 

and/or missile-usable items.  Available here.  

 

On 14 July, MITI issued Directive No. 1/2025, introducing 

export, transit, and transhipment controls on high-

performance AI chips under the Strategic Trade Act 

2010. Available here.  

_____________________________________________ 

 

Norway 

On 19 September, the Ministry of Foreign Affairs 

published amendments to the Regulations relating to the 

export of defence-related products, dual-use items, 

technology and services Available here. 

_____________________________________________ 

 

United Kingdom 

On 29 July, the UK ECJU updated the end user undertaking 

(and guidance). Available here. 

_____________________________________________ 

 

 

mailto:vvella@uliege.be
https://policy.trade.ec.europa.eu/news/2025-update-eu-control-list-dual-use-items-2025-09-08_en
https://www.consilium.europa.eu/en/press/press-releases/2025/07/18/russia-s-war-of-aggression-against-ukraine-eu-adopts-18th-package-of-economic-and-individual-measures/
https://public-comment.e-gov.go.jp/pcm/detail?CLASSNAME=PCMMSTDETAIL&id=595125090&Mode=0
https://www.miti.gov.my/miti/resources/STA%20Folder/PDF%20file/Directive_Unlisted_Category_TDI_11_Aug_25_(STO(L)_VETTED)(Clean_Copy)_1.pdf
https://www.miti.gov.my/miti/resources/STA%20Folder/PDF%20file/1_2025_Directive_Unlisted_Category_AI_Chips_as_of_14_July_2025.pdf
https://www.regjeringen.no/en/dokumenter/regulations-relating-to-the-export-of-defence-related-products-dual-use-items-technology-and-services/id3119510/
https://www.gov.uk/government/publications/notice-to-exporters-202520-updated-end-user-undertaking-euu-and-guidance/nte-202520-updated-end-user-undertaking-euu-and-guidance
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United States 

On 29 September, BIS issued a new rule expanding the 

Entity List to include affiliates. Under the rule, any entity 

at least 50% owned by one or more parties on the Entity 

List or Military End-User List will automatically be subject 

to the same restrictions. Available here. 

 

On 16 September, BIS amended the EAR by adding 32 

entities to the Entity List. (These entries are listed under 

the destination of People's Republic of China, India, Iran, 

Singapore, Taiwan, Turkey, and the United Arab 

Emirates). Available here.  

 

On 12 September, BIS issued the ‘Statement of Licensing 

Policy for Export, Reexport, and Transfer (In-Country) 

Applications Related to Belavia – Belarusian Airlines’. 

Available here 

 

On 29 August, the Department of Commerce announced 

that it had closed export controls loophole for foreign-

owned semiconductor fabs in China. Participants of the 

former Validated End-User (VEU) programme will have 

120 days from the date of publication of the rule to apply 

for and obtain export licences. Available here.  

 

On 28 August, BIS published the rule easing licensing 

requirements for Export Controls on Syria. Available here. 

 

On 19 August, the US President signed into law the act 

“Maintaining American Superiority by Improving Export 

Control Transparency Act”. This is to require the Secretary 

of Commerce to report annually to Congress on 

applications for dual-use export licenses. Available here. 

_____________________________________________ 

 

Taiwan 

On 16 September, the International Trade Agency 

announced that it had added 279 entities to its export 

control list for strategic high-tech goods, based on the 

prevention of weapons proliferation, compliance with 

international sanctions, and other national security 

considerations. Available (in original language) here. 

 

 

 

OFFICIAL POLICY INFORMATION 

 

On 15 September, the Dutch Ministry of Foreign Affairs 

published the report on the export of dual-use goods as 

updated to August 2025. Available (in Dutch) here. 

______________________________________________ 

 

On 12 September, the UK ECJU published guidance on 

exporting nuclear and related goods to India. Available 

here. 

______________________________________________ 

 

On 8 September, the UK ECJU published the updated End-

user and stockist undertaking (EUSU) form guidance. 

Available here. 

______________________________________________ 

 

In September, the German BAFA published updated 

guidance on applying for individual export permits. 

Available (in German) here. 

______________________________________________ 

 

On 28 August, the UK ECJU published data on Israel export 

control licensing to 31 July 2025. Available here. 

______________________________________________ 

 

On 19 August, the Swiss State Secretariat for Economic 

Affairs published a fact sheet on machine tools and 

sanctions. Available here.  

______________________________________________ 

 

On 14 August, the UK ECJU published licensing statistics 

on strategic export controls for the periods 1 January to 

31 March and 1 October to 31 December 2024. These are 

available respectively here and here. 

 

mailto:vvella@uliege.be
https://www.bis.gov/press-release/department-commerce-expands-entity-list-cover-affiliates-listed-entities
https://www.federalregister.gov/documents/2025/09/16/2025-17893/additions-and-revisions-to-the-entity-list?utm_source=substack&utm_medium=email
https://www.bis.gov/press-release/statement-licensing-policy-export-reexport-transfer-country-applications-related-belavia-belarusian
https://www.bis.gov/press-release/department-commerce-closes-export-controls-loophole-foreign-owned-semiconductor-fabs-china
https://www.bis.gov/press-release/commerce-eases-export-controls-syria
https://www.congress.gov/bill/119th-congress/house-bill/1316
https://www.trade.gov.tw/Pages/Detail.aspx?nodeID=40&pid=806134&dl_DateRange=all&txt_SD=&txt_ED=&txt_Keyword=&pageindex=1&history=
https://www.rijksoverheid.nl/onderwerpen/exportcontrole-strategische-goederen/documenten/rapporten/2016/10/01/overzicht-dual-use-vergunningen
https://www.gov.uk/guidance/exports-of-nuclear-and-related-goods-to-india?utm_medium=email&utm_campaign=govuk-notifications-topic&utm_source=0fafca21-2a06-4520-91cb-51199a40ba87&utm_content=immediately
https://www.gov.uk/government/publications/end-user-undertaking-euu-form/end-user-undertaking-euu-form-guidance
https://www.bafa.de/SharedDocs/Downloads/DE/Aussenwirtschaft/afk_merkblatt_optimierte_antragstellung.html
https://www.gov.uk/government/publications/export-control-licensing-management-information-for-israel/israel-export-control-licensing-data-31-july-2025
https://www.seco.admin.ch/seco/en/home/Aussenwirtschaftspolitik_Wirtschaftliche_Zusammenarbeit/Wirtschaftsbeziehungen/exportkontrollen-und-sanktionen/exportkontrolle_industriegueter/formulare-merkblaetter.html
https://www.gov.uk/government/statistics/strategic-export-controls-licensing-statistics-1-january-to-31-march-2025
https://www.gov.uk/government/statistics/strategic-export-controls-licensing-statistics-1-october-to-31-december-2024
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On 14 August, the UK ECJU published the updated 

guidance on Open general export licence regarding dual-

use items export after exhibition. Available here.  

______________________________________________ 

 

On 3 August, the UK ECJU published guidance on 

supplementary weapons of mass destruction end-use 

controls. Available here. 

______________________________________________ 

 

In August, the German Federal Office for Economic Affairs 

and Export Control (BAFA) published a handout aimed at 

academia and research organisations, which 

complements the BAFA’s Export Control and Academia 

handbook. Available (in German) here. 

______________________________________________ 

 

In August, the EU Sanctions Helpdesk published new 

guide on ownership and control in EU sanctions 

compliance. Available here. 

______________________________________________ 

 

On 28 July, the UK ECJU published updated guidance on 

transhipment licenses. Available here. 

______________________________________________ 

 

On 27 July, the Netherlands published the annual report 

on the issuance of permits for military goods, dual-use 

items and torture related-items. Available (in Dutch) 

here. 

______________________________________________ 

On 14 July, the Directorate General of Foreign Trade 

published Trade Notice No. 07/2025-26, which provides 

guidance on internal compliance programmes for dual-

use exports and calls for inputs on the draft document 

to be adopted by industry for the export of dual-use 

items. Available here.  

______________________________________________ 

 

On 7 July, the UK ECJU published the updated guidance 

“Export controls: dual-use items, software and 

technology, goods for torture and radioactive sources.” 

Available here. 

 

 

 

  MEMBERS’ WORKS 

 

Ian J Stewart, “Finally a functional regime: the 

reconvening of the Nuclear Suppliers Group in the 

1990s,” Journal of Strategic Trade Control, Vol. 3, 

(September 2025).  Available here. 

______________________________________________ 

 

Mark Bromley and Giovanna Maletta, “Using export 

controls to tackle the proliferation and misuse of spyware 

and cyber-surveillance tools,” Binding Hook, 30 

September 2025. Available here. 

______________________________________________ 

 

Mark Bromley and Giovanna Maletta, “Export Controls 

and Spyware: Enhancing Oversight, Transparency and 

Restraint,” SIPRI, September 2025. Available here. 

 

 

 

STUDIES AND MORE: ARTICLES, REPORTS, 

LINKS 

 

David M. Allison, Stephen Herzog, “Artificial Intelligence 

and Nuclear Weapons Proliferation: The Technological 

Arms Race for (In)visibility,” Risk Analysis, 25 September. 

Available here. 

______________________________________________ 

 

Alison J. Stafford Powell, “US: What the New White House 

AI Action Plan and Executive Order Mean for Export 

Controls,” Baker McKenzie, 2 August. Available here.  

______________________________________________ 

 

mailto:vvella@uliege.be
https://www.gov.uk/government/publications/open-general-export-licence-export-after-exhibition-dual-use-items?utm_medium=email&utm_campaign=govuk-notifications-topic&utm_source=bc16880f-d5ae-40ac-8c54-0b8284205bfb&utm_content=immediately
https://www.gov.uk/guidance/supplementary-wmd-end-use-controls?utm_medium=email&utm_campaign=govuk-notifications-topic&utm_source=c71d8d02-f48c-48cb-b2d6-58929578d9b6&utm_content=immediately
https://www.bafa.de/SharedDocs/Downloads/DE/Aussenwirtschaft/afk_aca_handreichung_wissenschaft.html?nn=1466914
https://eu-sanctions-compliance-helpdesk.europa.eu/why-ownership-and-control-important_en
https://www.gov.uk/guidance/transhipment-licences?utm_medium=email&utm_campaign=govuk-notifications-topic&utm_source=ffa4e552-a8b7-46c6-9650-6c8611110211&utm_content=immediately
https://www.rijksoverheid.nl/documenten/rapporten/2025/06/27/rapport-het-nederlandse-exportcontrolebeleid-in-2024
https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://content.dgft.gov.in/Website/dgftprod/c0298837-5969-4bd9-b42c-24119c04eeff/Draft%2520Trade%2520Notice%2520No.%252008.pdf&ved=2ahUKEwi9g-jJj4qQAxXmTqQEHWtbFW4QFnoECCUQAQ&usg=AOvVaw1UQp6FsLM48cOb-c8prEL6
https://www.gov.uk/guidance/export-controls-dual-use-items-software-and-technology-goods-for-torture-and-radioactive-sources?utm_medium=email&utm_campaign=govuk-notifications-topic&utm_source=14d31305-b3f5-47e8-b47e-f7e6613c1246&utm_content=immediately
https://popups.uliege.be/2952-7597/index.php?id=180&file=1
https://bindinghook.com/using-export-controls-to-tackle-the-proliferation-and-misuse-of-spyware-and-cyber-surveillance-tools/
https://www.sipri.org/publications/2025/other-publications/export-controls-and-spyware-enhancing-oversight-transparency-and-restraint
https://onlinelibrary.wiley.com/doi/10.1111/risa.70105
https://sanctionsnews.bakermckenzie.com/us-what-the-new-white-house-ai-action-plan-and-executive-order-mean-for-export-controls/
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Cindy Vestergaard et al., “A Critical Juncture: Global 

Security and the Age of Converging Technologies,” 

Stimson, 30 July. Available here.  

______________________________________________ 

 

Sebastiaan Bennink, “Netherlands: unilateral export 

controls as a tool to safeguard national security and 

foreign policy objectives,” Global Investigations Review, 

16 July. Available here. 

______________________________________________ 

Aaron Mak, “Why smuggle chips when you can remote 

in?,” Politico, 3 July. Available here.  

______________________________________________ 

 

Michal Krelina, “Military and Security Dimensions of 

Quantum Technologies: A Primer,” SIPRI, July. Available 

here.  

 

 

 

 

NEWS 

 

 

“Taiwan pauses chip export controls as South Africa seeks 

talks,” Taiwan News, 26 September. Available here. 

______________________________________________ 

 

“China sanctions 6 U.S. companies as trade frictions 

continue,” ABC News, 25 September. Available here. 

______________________________________________ 

 

Ma Tong, “China hits US firms with export controls, 

unreliable entity list sanctions; move justified under 

domestic law, international norms: expert,” Global Times, 

25 September. Available here. 

______________________________________________ 

 

US Department of Justice (DoJ), “Company Insider 

Sentenced To 18 Months In Prison For Fraudulently 

Obtaining Laboratory Research Products For Illegal Export 

To China,” 9 September. Available here.  

 

“Japan: METI amends provisions under Export Trade 

Control Order,” RRMA, 1 September. Available here.  

______________________________________________ 

 

US DoJ, “New Jersey Resident Sentenced to 30 Months in 

Prison for Role in Global Export Control and Sanctions 

Evasion Scheme,” 18 August. Available here.  

______________________________________________ 

 

US DoJ, “Two Chinese Nationals Arrested on Complaint 

Alleging they Illegally Shipped to China Sensitive 

Microchips Used in AI Applications,” 5 August. Available 

here. 

______________________________________________ 

 

US DoJ, “Wisconsin Business Owner Pleads Guilty to 

Violating Export Control Reform Act,” (Andrew Pogosyan 

Illegally Exported Scientific Equipment to Companies in 

Russia), 29 July. Available here. 

______________________________________________ 

 

US DoJ, “BIS Reaches Administrative Enforcement 

Settlement with Andritz Inc.,” 29 July. Available here.  

______________________________________________ 

 

US DoJ, “Cadence Design Systems Agrees to Plead Guilty 

and Pay Over $140 Million for Unlawfully Exporting 

Semiconductor Design Tools to a Restricted PRC Military 

University,” July 28. Available here.   

______________________________________________ 

 

US DoJ, “Cadence Design Systems to Pay $95 Million 

Penalty to BIS for Unauthorized Exports to Chinese 

Entities Tied to Development of Military 

Supercomputers,” 28 July. Available here. 

______________________________________________ 

 

“Belgian court orders interim halt to military and dual-use 

exports bound for Israel,” Global Sanctions, 25 July. 

Available here. 

______________________________________________ 
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https://www.stimson.org/2025/a-critical-juncture-global-security-and-the-age-of-converging-technologies/
https://globalinvestigationsreview.com/review/the-european-middle-eastern-and-african-investigations-review/2025/article/netherlands-unilateral-export-controls-tool-safeguard-national-security-and-foreign-policy-objectives
https://www.politico.com/newsletters/digital-future-daily/2025/07/03/who-needs-to-smuggle-chips-when-you-can-remote-in-00439547
https://www.sipri.org/publications/2025/other-publications/military-and-security-dimensions-quantum-technologies-primer
https://www.taiwannews.com.tw/news/6208312
https://abcnews.go.com/Technology/wireStory/china-sanctions-6-us-companies-trade-frictions-continue-125927865
https://www.globaltimes.cn/page/202509/1344519.shtml
https://www.justice.gov/usao-mdfl/pr/company-insider-sentenced-18-months-prison-fraudulently-obtaining-laboratory-research
https://rrma-global.org/news-details/japan-meti-amends-provisions-under-export-trade-control-order/MjI2OA==
https://www.justice.gov/usao-edny/pr/new-jersey-resident-sentenced-30-months-prison-role-global-export-control-and
https://www.justice.gov/opa/pr/two-chinese-nationals-arrested-complaint-alleging-they-illegally-shipped-china-sensitive
https://www.justice.gov/opa/pr/wisconsin-business-owner-pleads-guilty-violating-export-control-reform-act
https://www.bis.gov/press-release/bis-reaches-administrative-enforcement-settlement-andritz-inc.-order
https://www.justice.gov/opa/pr/cadence-design-systems-agrees-plead-guilty-and-pay-over-140-million-unlawfully-exporting
https://www.bis.gov/press-release/cadence-design-systems-pay-95-million-penalty-bis-unauthorized-exports-chinese-entities-tied-development
https://globalsanctions.com/2025/07/belgian-court-orders-interim-halt-to-military-and-dual-use-exports-bound-for-israel/
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Bruce J. Linskens and Alexandre Lamy, “US President Set 

to Sign Export Control Transparency Act Into Law,” 

Baker McKenzie, 24 July. Available here.  

______________________________________________ 

 

Jowi Morales, “Chinese companies allegedly smuggled in 

$1bn worth of Nvidia AI chips in the last three months, 

despite increasing export controls — some companies are 

already flaunting future B300 availability,” Tom’s 

Hardware, 24 July. Available here.  

______________________________________________ 

 

US DoJ, “Engineer Pleads Guilty to Stealing for Chinese 

Government’s Benefit Trade Secret Technology Designed 

for Missile Launch and Detection,” 21 July. Available here.  

______________________________________________ 

 

I. Tan, J. Sum, C. Ng, “Malaysia Introduces New Export 

Control Directive for Advanced AI Chips,” Baker 

McKenzie, 17 July. Available here. 

______________________________________________ 

 

“Malaysia says trade permit required for AI chips of U.S. 

origin,” Reuters, 14 July. Available here.  

______________________________________________ 

 

US DoJ, “BIS Reaches Administrative Enforcement 

Settlement with Alpha and Omega Semiconductor 

Incorporated,” 2 July. Available here. 
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Dual-use App Assistance – ESU. 

Available here.  

______________________________________________ 

 

EU Dual-Use Legislation Inventory – ESU, University of 

Liège. Available here. 

EU Partner-to-Partner (P2P) webpage.  

Webpages available here and here. Newsletters available 

here. 

______________________________________________ 

EU Non-Proliferation and Disarmament Consortium 

EUNPD Newsletter (monthly). Available here.  

______________________________________________ 

 

European Export Control Association for Research  

Organisations (EECARO)  

Webpage available here. 

______________________________________________ 

Journal of Strategic Trade Control - ESU, University of 

Liège. Webpage available here.  

______________________________________________ 

 

TIM Dual-Use Web Platform – Joint Research Centre 

(European Commission). Available here.  
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https://www.justice.gov/opa/pr/engineer-pleads-guilty-stealing-chinese-governments-benefit-trade-secret-technology-designed?utm_source=substack&utm_medium=email
https://sanctionsnews.bakermckenzie.com/malaysia-introduces-new-export-control-directive-for-advanced-ai-chips/
https://www.reuters.com/world/asia-pacific/malaysia-says-trade-permit-required-ai-chips-us-origin-2025-07-14/
https://www.bis.gov/press-release/cadence-design-systems-pay-95-million-penalty-bis-unauthorized-exports-chinese-entities-tied-development
https://www.esu.ulg.ac.be/quillforms/dual-use-app/
https://www.esu.ulg.ac.be/dual-use-database/
https://cbrn-risk-mitigation.network.europa.eu/eu-p2p-export-control-programme_en
http://www.eup2p.eu/
https://cbrn-risk-mitigation.network.europa.eu/eu-p2p-export-control-programme/eu-p2p-newsletter_en
https://www.nonproliferation.eu/
https://eecaro.eu/
https://www.jostc.org/
https://knowledge4policy.ec.europa.eu/text-mining/tim-dual-use_en
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